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The LCACE News Journal is published
eleven times annually. Members are
encouraged to submit contributions and
will be acknowledged in this newsletter.

Permission is granted to reproduce any
or all parts of this newsletter in other
User Group publications, provided that
credit is given to LCACE and the
individual author(s).

The News Journal is produced using a
Dell Dimension 8200, HP Printer(s),
and MS Publisher 2002 software.

Lake County Area Computer Enthusiasts
LCACE
c/o Group Ambassador
Mr. Mike McEnery

Membership

Membership for LCACE is open to all individuals and
families interested in personal computing. Annual
dues are $20.00 per individual/family. Associate
membership is only $10.00 (out of state, unable to
attend meetings). Membership includes a one year
subscription to the LCACE News Journal and access
to all club libraries and functions. Applications for
membership may be obtained at the monthly meeting,
by request on the club Hotline, and are now available
on our WEB site at - http://www.lcace.org.

Meetings

LCACE meetings are usually held on the second Sat-
urday of each month at the Grayslake Area Public Li-
brary, 100 Library Lane, Grayslake, Illinois. The
meeting room opens at noon and the formal meeting
begins at 12:30 p.m. All meetings are open to the
public. Bring a friend!

Advertising

Ad rates per issue: Full page - $25, Half page - $15,
Quarter page - $10, Business Card - $5. Discounts are
available on advance purchase of multiple issues.
Please send camera-ready copy and payment to the
club address by the 21st of the month preceding publi-
cation. For more information on ad pricing, please call
our Hotline. Ads are FREE to all paid members.

Notice

LCACE WILL NOT CONDONE or knowingly par-
ticipate in copyright infringement of any kind. The
LCACE News Journal is published by and for
LCACE members. Opinions expressed herein are
those of the individual authors and do not necessarily
reflect the opinion of LCACE, the membership, the
Board of Directors, and/or our advertisers.
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President’'s Ram

Hello, All,

We have made it through the holidays and the beginning of the New Year and | sincerely hope
everyone is doing well. | myself am looking forward to the end of this cold snowy weather!

I would like to thank the Holiday Party committee for a wonderful event! My granddaughter and | had a wonder-
ful time. Congratulations to all our prize winners.

I would like to thank Teri Hanlon for her excellent presentation on Genealogy. | found it so interesting, that |
went out and bought a copy of Family Tree Maker (VERSION 16).

This month we are having the famous LCACE Roundtable. Have your questions ready.

The season for elections is upon us. The Club nominations will start at the February 9" meeting. Would you
like to hold an office? We are always looking for new people with fresh ideas

Mifee
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Meeting Minutes
January 12, 2008

The meeting was called to order by President McEnery at 12:27 p.m. He reminded everyone to please
be sure to sign in at the Membership table.

A motion was made, seconded and carried to accept the November 3, 2007 minutes as published in the
News Journal.

December was our Holiday Party. No business was conducted; therefore, no minutes were taken.

A motion was made, seconded, and carried to accept the Treasurer’s Report (12/31/07 balance of
$1,654.30) as read.

April will be the Club’s 25™ anniversary. A HP Laser Printer will be our door prize for that meeting.

Membership Chair, Dorothy Sutherland, reported four (4) guests and one (1) new member at this
meeting.

Public Relations Chair and Webmaster, Lester Larkin, reported all was going well. There is a slide
show on the Website of the Club’s 25 year history.

President McEnery thanked the Holiday Party committee for another great event. Everyone had a
good time, especially Robin — she won the laptop!

NEW BUSINESS: April is our annual elections and all local dues are to paid then, too. Nominations
for the Board will be accepted at our February and March meetings, as well as at the April meeting
before the election. Annual dues are $20.00.

The Lake County Fairgrounds have been sold. Lew Siedenberg has checked with the State Bank of
the Lakes in Grayslake for the use of their meeting room. No go. At this time they are not accepting
new groups. Robin will check on the availability of the extension site for our December meeting.

APCUG articles can be printed right from them.

Motion was made, seconded, and carried to close the business portion of the meeting. Business closed
at 1:43 p.m.

The door prize and 50/50 raffles were conducted. Winnie Frost won the 1-year subscription to Smart
Computing and Jean Cameron won $12.00.

Doreen handed out a flyer for the Forum for Seniors on Aging.
Meeting turned over to Terri Hanlon for her presentation on genealogy.
The Grayslake Library Board is looking for a focus group.

President McEnery thanked J.J. for the meeting announcements.

Respectfully submitted,

Linda E. Busch

Linda E. Busch
Secretary
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URGENT NOTICE:

Read This Article Inmediately

PLUGGED IN

How Spoofers Grab Your Attention

ver been to a movie set? Stand
E in the middle of a Hollywood
re-creation of Main Street,
U.S.A., and all those houses and store-
fronts look just as real as the ones back
home. Change your perspective a bit,
and you’'ll see it’s just a big facade
held up by a bunch of sticks. The
Internet works much the same way,
except that most people don’t ever
bother to peek behind the curtains.
Criminals know this and use it to
their advantage using a trick called
spoofing, which is the Web equivalent
of creating an Academy Award-worthy
movie set. They steal graphics, text, and
other components of real corporate
emails and Web sites to create carbon
copies that can fool even the most vigi-
lant Web experts. Then they use a va-
riety of means to get you to click links
within emails or visit fake sites. Pure
spoofing attacks download mali-
cious software such as viruses to the
computer once a link is clicked. A
more common spoofing variant called
phishing lures unsuspecting victims to
legitimate-looking Web sites, where
users part with sensitive personal infor-
mation that the spoofer can misuse.
Spoofing represents a huge threat to
Internet users because it’s so easy to let
vour guard down when you think
vou're dealing with a trusted company.
Fortunately, there are ways to detect
and avoid spoofing attempts.

Smoke & Mirrors

The most common way spoofers
draw you to a phishing site or a page
that loads malware onto your PC is by
sending an email announcing that

something dramatic is hap-
pening to one of your accounts

that requires your immediate per-
sonal attention. Maybe the email
claims there’s a big problem with your
PayPal account or that there’s been
some strange activity with your credit
card, or even that you've won some
sort of prize that can only be claimed
in a short period of time. The specifics
don’t really matter—spoofers just
want to create a sense of urgency that
will make you click the link embedded
in an email or Web page.

Spoofing techniques are often used
in the email so that the link looks like
it’s going to lead to a legitimate Web
site, but it’s actually pointing to a
spoof site. Emails are also doctored to
look like they come from a real com-
pany, and while there’s really not
much an average user can do to deter-
mine whether an email is legitimate,
there’s plenty a user can do to investi-
gate the links the email contains.

Anatomy Of A URL

Pretend you receive an email claim-
ing to come from Smart Computing,
telling you about a special offer that
can only be claimed by clicking a link
in the email. The underlined or high-
lighted text for the link might say
something like “Click here for special
offer” or even “www.smartcomputing
.com,” but what you see isn’t neces-
sarily what the link really is. Place your
mouse cursor over the link, and a
tooltip pops up that shows you the
exact URL that the browser will load
when the link is clicked. This tooltip is
your first line of defense when deciding
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E-Lectronic.com —

whether
a link
email is legitimate.

URLs for Web pages all follow the
form http://XXX.YYY.ZZZ or some-
times http://YYY.ZZ7. The first part,
“http,” tells you that the protocol (or
computer language) used to access the
page is the Hypertext Transfer Proto-
col, which is used for nonsecure Web
pages. XXX represents a subdomain,
YYY is the registered domain name,
and ZZZ is the top-level domain.

If the email link tells you it leads to a
login page, or if you accidentally click
the link and end up at a login page,
look closely in the Address bar to see if
the protocol is HTTP or HTTPS. Data
flowing through an HTTP is not en-
crypted, while data flowing through
HTTPS is. Most legitimate sites use
HTTPS at the login page, so that any
information you type there is trans-
mitted securely. Spoofers will some-
times overlook this and create a fake
login page that uses HTTP, which is a
dead giveaway that you're at a fake site.

Even if HTTPS is used at the login
screen, the rest of the URL provides
several clues that can expose an ille-
gitimate site. The top-level domain
will always be something like .com,
.org, or .edu, so look to make sure
that a link that said it was taking you
to SmartComputing.com, for ex-
ample, didn’t actually take you to
SmartComputing.cat. Registered do-
main names must be registered sepa-
rately for each top-level domain, so

in an
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|
| Dear Customer,

i We have detected what appeart to be frandulent activity regasding vour PavPal account. Please login using
| the link below to verify that vour sccount has not been compromited within 24 hours or we will be forced 1o |

| close the account for the purposes of our investigation
| Thank veu,

|
| The PayPal Teai~
C

wevepavpal com
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PLUGGED IN

We created this

spoof email in justa
| few seconds using a
logo downloaded
from the PayPal site.
Note the link in the text
says “www.paypal.com”
but the onein
the tooltip says
“www.paypal.com.”

Keeping Internet

W [nstall updates for your computer

otk 1 bepoctant
sz weadatin 1)

Windews Uipdate sith Windows Uttimate Exras

Rartim Awslable: 2 ep—
Wit Drebeneens Ceatent Fack Faoertas Bnlssies was B enn
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o preducts fram Micrascht Update

Explorer and Windows
as patched as possible
using Windows Update
can help protect you
from spoofers.

%) Theee are Windows Ultimate Extras available for downbosd -

subdomains don’t
even exist.

Even an authentic-
looking URL within
an email or displayed
in the browser’s Ad-

it’s possible that a legitimate company
registered for common top-levels,
such as .com and .net, while a thief
registered the same name under a
more obscure top-level domain.

If the top-level domain checks out
(and it often does), look just to the left
of it in the registered domain name
portion of the URL. This is the name
of the company or Web site—for ex-
ample, smartcomputing, amazon,
ebay, etc.—that the site uses to iden-
tify itself. If it reads differently, some-
thing fishy is probably going on.

The biggest clue to watch for is a le-
gitimate-looking subdomain name
placed next to an illegitimate-looking
registered domain name. For example,
“smartcomputing.spoof.com” is com-
pletely different than “spoof.smart
computing.com.” The former would
take you to the smartcomputing sub-
domain at a site called “spoof.com,”
while the latter would take you to the
spoof subdomain at a site called
“smartcomputing.com.” Always look
at the text immediately to the left of
the top-level domain and pretend

48 February 2008 / www.smartcomputing.com

dress bar should be
viewed with suspicion. Spoofers have
been known to use PayPal (with a
number one on the end) instead of
PayPal, for example. A misspelling such
as this may stand out on a printed page;
but in an Address bar, it is difficult to
distinguish from the real deal. In fact,
according to a joint Harvard and
Berkeley study titled “Why Phishing
Works,” 90.9% of participants—all
trained to spot fakes—fell for a site
called “www.bankofthevvest.com”
(with two V’s in the middle), thinking
it was the real bankofthewest.com
Web site.

Let Your Fingers Do The Walking

If you receive an email that appears
to be from a legitimate business where
you have an account, don’t click any
links it contains. Instead, manually
navigate to the business’ Web address
using its standard URL and then access
your account from there to see if the
issue referenced in the email exists.
Better yet, call the company using the
number printed in the phone book or
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on a recent statement and talk to a rep-
resentative. If there isn’t a problem
with your account, the institution
you're calling can start investigating the
possible spoofing attempt.

Watch Your Browser

There are some tools built into
Internet Explorer 7 that can help you
determine whether a site is legitimate.
If the Address bar turns green, the site’s
security certificate checks out, and it is
verified by the browser as a legitimate
secure site. If the bar turns red, there’s a
very good chance you're looking at a
spoof site. Also, keep an eye out for a
padlock icon, which should lock when
HTTPS is displayed in the Address bar.
If a site claims to be secure but the pad-
lock isn’t locked, call the company.

Update, Update, Update

Many of the most insidious spoofing
tricks rely on weaknesses in Web
browsers to immediately install mal-
ware on the PC as soon as a link is
clicked. Most of these weaknesses are
fixed once they are detected, but your
browser will only benefit from the
update if you download and apply
patches on a regular basis using Win-
dows Update (update.microsoft.com).
For maximum protection, automate
this process. In Vista, click Start, click
Control Panel, double-click Windows
Update, and then click Change Settings
to access these options. In Windows
XP, right-click My Computer, click
Properties, and select the Automatic
Updates tab to configure the feature.

Spoofers sometimes attack your ISP
(Internet service provider) to redirect
you to a spoof site even when you click
a legitimate link or enter a legitimate
address in the browser bar, foiling all
of your efforts to avoid a spoofing at-
tack. If this happens, contact the insti-
tution in question immediately and
then pray for technology that makes
spoofing impossible in the future. Il

By TRACY BAKER



“Apple vs. Microsoft”

Three Microsoft engineers and three Apple employ-
ees are traveling by train to a computer conference.
At the station, the three Microsoft engineers each
buy tickets and watch as the three Apple employees
buy only a single ticket. “How are three people go-
ing to travel on only one ticket?” asks a Microsoft
engineer. “Watch and you’ll see,” answers the Ap-
ple employee. They all board the train. The Micro-
soft engineers take their respective seats, but all
three Apple employees cram into a restroom and
close the door behind them. Shortly after the train
has departed, the conductor comes around collect-
ing tickets. He knocks on the restroom door and
says, “Ticket, please.” The door opens just a crack
and a single arm emerges with a ticket in hand.
The conductor takes the ticket and moves on.

The Microsoft engineers saw this and agreed it
was quite a clever idea. So after the conference,
the Microsoft engineers decide to do the same on
the return trip and save some money. When they
get to the station, they buy a single ticket for the
return trip. To their astonishment, the Apple em-
ployees don’t buy any ticket, at all. “How are you
going to travel without a ticket?” asks one per-
plexed Microsoft engineer. “Watch and you’ll
see,” answers an Apple employee. When they
board the train the three Microsoft engineers cram
into a restroom and the three Apple employees cram
into another one nearby. The train departs. Shortly
afterward, one of the Apple employees leaves his
restroom and walks over to the restroom where the
Microsoft engineers are hiding. He knocks on the

door and says, “Ticket, please...
Submitted by J. J. Johnson
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PHOTODEX

CORPORATION

)] Computer En thusiasts
Special Discount

- O/
20%0,0ff rospor o

Photodex is excited to offer all LCACE members a chance to
continue to create great slideshows at home!

A special limited discount for the LCACE may be redeemed with
this flyer for any ProShow® Gold purchase.

You can hawe ProShow Gold, normally $79.95 for only $64. You can save even more by
ondering just the electronic version — normally 559.95 for only $56. Just mention the code
below when you call our sales and suppert line listad at the bottom of the flyer.

CODE: GHW18PST
EXPIRES: February 13, 2008
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T0 REDEEM DISCOUNT, PLEASE CALL TO ORDER: & 512-419-7000 | 1-800-37-PHOTO
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Anderson, Jean M ........cccceeveveieniennn, jande77893@aol.com

Barnett, Fred .......cocoovveeeeiiecee e BNSCom@aol.com
Berg-Wells, LOiS J.....cooeveiniiiinicnne luludefl@yahoo.com
Bernal, Janet.........c.ccocoiiiiniinennns jgiftofgrace@yahoo.com
Bitterman, Jay ......cccooeeereneneneeee bittjayl@aol.com
Busch, Linda E.........ccoceeovvieevciieee lindashrub@juno.com
D’agostino, Robert.................... rusirius2735@sbcglobal.net
Ditman, Bill.........ccccoovvevieenen. william.ditman@comcast.net
Dunn, Kevin A.....c.ccovveveeeinnnnne kevindunn45@hotmail.com
Frost, Jack .......cccoevvveineinciciiecic, jfrost13@shcglobal.net
Frost, Winnie.........ccoovevviviviivnnenns wfrostl3@sbcglobal.net
Garcia, Lyndees ........ccocvevvevveerercsesenn rrrtphoto@cs.com
Gauger, Tammy L......c.cceeee tammylynngauger@juno.com
Halley, JaCk W ..o jack96@aol.com
Hanlon, Terri.....ccoccoeveeeeeiveecneene, terhanlon@comcast.com
Herron, Jerry J.....coeoeveieiincinie r22heat2 @sbcglobal.net
Hobson, Marshia Y ........cccceeienne omsgadget@yahoo.com
Igliori, JAMeS E .......ccccoviiiiiiiiiene iggyl5@comcast.net
Johnson, DWight R..........cccccvvivienins jj1450xI@megsinet.net
Kalinoski, Donna L.........cccceevvvenennne. donnaleek@juno.com
Kantanen, Sharon.........cccoeeeeeeviiiieieenne kantanen@aol.com
Kelroy , Joseph......cccccvvvvvcvenivrninnn, jktkroy@comcast.net
(0] 0] V00 - 1 I jktkelroy@comcast.net
Kostelnik, Steve .........ccocevervrennnne steve_kostelnik@usa.net
Lagoni, Doreen J.......ccccvvvvvcnnnnn bearmagic1999@aol.com
Lang, RODErt ......cccovviiieeeee e Icace@langr.com
Larkin, LeSter........cccvvvvvvvivveererennns LesLarkin@Netscape.net
Martin, Donald.............coeevverinneee. dmartin339@comcast.net
Martin, James K.........ccccevnee. jimmy@jimmywireless.com
McDonald, Kathleen .........c.ccovveevevieerinnes. clbavp@aol.com
McDonald, Mark J .........cccoevvvvicenennen. markym36@aol.com
McEnery, John S.......ccccevveivinennane. bigjohn1@optonline.net
McEnery, Mike .......cccccvvvvrnnnnnn, mmcenery@sbcglobal.net
Nordstrom, Lee & Mary................... LeeNord@earthlink.net
Norris, Cathy A....cooeoveevrevereieee vision430@comcast.net
Rivera, Julio & Lordes............. jlrivera@db3broadband.com
Rutledge, James W........cccooveveveieienninnnns jrutnet@aol.com
Sadler, David A........ccoveeeeiiviecreeee, dasadler@comcast.net
Salsburg, Leslie D......ccccoceeiveiiieienn, lesliel64@juno.com
Sanolki, David W.........ccoceeviieiviine e, sonockil@aol.com
Schintgen, Paul..........ccocooiiiiniiiine patys@theramp.net
Seidenberg, LEW.......cccccvevvveveecicece drlewl@aol.com
Seidenberg, Robin B ..........ccccceevenie angusskechat@aol.com
Smatiak, Ellen M........cocoevvvivieicnennne. emsmis@hotmail.com
Spitzen, ChriS ... kitls@aol.com
Sutherland, Dorothy ................. dorothy4263@sbcglobal.net
VOogt, GraCe ....cocovvveieeeiese e e g.vogt@sbcglobal.net
Wells, Alden H........ccccoovveveeiiiiecieenen, luludefl@yahoo.com
Wilson, Dennis........cocceevvvevveeecveeennen. dcwilson@exexpc.com

members

If you have a
Web Site
and would like to
advertise it here,
E-mail me at
editor@Icace.org

LCACE

Video / CD
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Learn Illustrator

Power Point XP
Digital Photography - The Easy Way
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Take a good
look, you
just might
see

e |

Lcace CLUB PICTURES at:

http://icace.org/PhotoAlbums.htm

As much as we try, we do make errors. Please advise us
if there is a mistake in your E-Mail address or if it is not
included in this listing. Send E-Mail to Ms. Dorothy
Sutherland at membership@Icace.org with the additions
and/or corrections. Thank you. This listing last updated
February 3, 2008.

TIME TO RENEW

All memberships are now renewable annually on
April 1st. This change in the paying of annual
dues will allow the Treasurer to budget our
money more closely. Members joining after April
1, will have their dues prorated.




LCACE Online

View Our Site

http://www.lcace.org

E-Mail Us At:

webmaster@]Icace.orq

Sign the Guest Book and tell us what you think

L2

*
*
*

LCACE e-mail addresses

LCACE information

LCACE history and pictures
LCACE meeting, location, and map

NEXT MEETING
February 9, 2008

Grayslake Public Library
100 Library Lane
Grayslake, IL
12:30 — 3:00 p.m.

This month:

Ask the Gurus

ADDRESS CORRECTION REQUESTED
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