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There has been much hype about cryptocurrencies in 
general and Bitcoin in particular. Enough so, that BVCC 
had a recent presentation on the topic, with one of the 
conclusions being that as an investment Bitcoin is highly 
speculative and should be limited to what one can afford to 
lose. The price of 1 Bitcoin by design tends to increase, 
but there have been events that have also caused prices 
to drop rapidly. The block chain technology on which 
Bitcoin is built is finding many useful applications, but the 
long-term prospects for Bitcoin and other cryptocurrencies 
is less certain. 
 
An article in the June 2018 edition of Communications of the ACM, a professional 
computer science publication of the Association of Computing Machinery, on “Risks of 
Cryptocurrencies” by Peter G. Neumann1, gives a much more negative view of the 
future of cryptocurrencies. It points out several technical reasons why it is unlikely that 
cryptocurrencies will ever become a wide-spread payment system. This publication is 
probably not one widely available to those  who are not ACM members:  A research 
library at a major university should have access to it in either hard copy or digital form, 
but it is not a publication one would expect to find at a public library.  
 
I will attempt to summarize the major points of that article. 
 
The argument presented is that cryptocurrencies are simply not satisfactory as a 
substitute for conventional currencies:  they are by design grossly inefficient and involve 
risks and costs that cannot be resolved. Most of these problems only impact users of 
Bitcoins, but some impact society as a whole. 
 
Inefficiencies 
New Bitcoins are created by a computational process that requires a significant amount 
of computational time on a computer, which costs the creator in terms of computer 
hardware and power costs. The difficulty of the process is designed to keep the supply 
of Bitcoins less than the demand, so the tendency is for the value of 1 Bitcoin to 
increase over time. To keep things in balance, as the value of a Bitcoin increases, the 
difficulty of the generation algorithm also increases. The net effect is that the Bitcoin 
network currently is estimated to consume more power than the country of Ireland, and 
Bitcoin creators (called “miners”) spend about 1/3 of each Bitcoins produced just to pay 

                                                 
1Communications of the ACM, June 2018, Vol 61 No. 6, Association for Computing Machinery, New York, NY, pp. 

20-24. 



for their power bills. This does not scale well in a world with serious energy-based 
environmental problems. 
 
There are limits in the Bitcoin design on the size of transaction blocks and the rate at 
which transactions blocks can be processed. This imposes limits on the number of 
transactions per second that can be processed. When the transaction rates approach 
the global volume limits, only those willing  to pay unreasonably high auction-based 
transaction fees will get their transactions processed. If the transaction processing rate 
could be increased enough for it to compete with credit card usage, then each node in 
the Bitcoin network would have to store many gigabytes of additional data per day, all of 
which would need to be searched to validate each new transaction, resulting in spiraling 
costs to process future transactions – yet another aspect of Bitcoin that does not scale 
well. Credit card systems easily support thousands of times the transaction rates of 
Bitcoin and have done so for years, because it is not necessary to potentially search all 
past transactions of all customers just to determine if a new transaction is valid. 
 
Risk of Loss 
An owner of Bitcoins has two choices, to store his Bitcoins in a “wallet” on his own 
computer, or to store them on one of a relatively small number of Bitcoin Exchanges. 
Both choices have been subject to losses, even by computer savvy individuals, either 
lost through direct theft, lost as a side effect of hardware or software failures, lost 
because the encryption key that allows access has been lost, or lost by paying for 
fraudulent services in Bitcoin. If your Bitcoins are lost through an unwise transaction or 
by someone stealing your key, there is no recourse because unlike credit cards, Bitcoin 
transactions are irreversible. If lost because you lost your key or because your digital 
currency tokens were lost, you are also out of luck. Major failures or thefts have 
occurred on Bitcoin exchanges. Typically, those types of events are also associated with 
loss of confidence and massive drops in the value of Bitcoin. 
 
Problems Using Bitcoin for Payments 
Legitimate businesses that offer goods and services for Bitcoin currency don’t want to 
deal with the volatility of Bitcoin value, so they typically use some service to adjust their 
prices dynamically based on the current value of Bitcoin in some real currency, and as 
soon as they receive payment, convert the funds to real currency. This means that 
although the Bitcoin transactions themselves are outside of government control, all 
government must do to tax or restrict Bitcoin usage is to focus on the services that 
convert between official currency and Bitcoin. 
 
The fact that Bitcoin transactions are by design irreversible makes them incompatible 
with all other forms of electronic payment. This means if you exchange Bitcoins for an 
electronic currency payment of some kind, even after verifying the electronic payment 
was credited you have no guarantee that the electronic payment won’t be reversed later 
as fraudulent. If payment is reversed, you have lost the Bitcoins you sold because that 
transaction can’t be reversed. Any service that allows electronic payment in exchange 
for Bitcoins is similarly at risk:  either they must defer delivery of purchased Bitcoins for  
days, or risk being the victim of a massive fraud attack. 



 
Limitations of a Distributed but Unregulated Cryptocurrency System 
In theory, having the Bitcoin ledger maintained on many different servers was supposed 
to make the system trustworthy by decentralizing the data with each site being validated 
by the others. In practice, the consolidation of mining into less than 10 entities, self-
chosen by their willingness to consume electric power, means that only a majority of 
that small group effectively controls the Bitcoin system. The value of Bitcoin is simply 
what people are willing to pay, which makes it vulnerable to sudden collapse if there is a 
loss of confidence and a drop-in demand. 
Because there is no regulation, there are many Bitcoin scams, both security schemes 
and Ponzi schemes, to entrap the unwary. 
 
That fact that exchanges are totally unregulated means that it is not uncommon for one 
to collapse from theft, fraud, or incompetence with loss of many Bitcoins from the 
exchange. 
Another obvious downside of cryptocurrency is that its apparent anonymity and 
irreversibility of transactions attracts those with criminal intent. If you are the victim of a 
fraud, you can’t identify who defrauded you and can’t get your Bitcoins back. If 
cryptocurrency makes it easier for criminals to launder money and harder to bring them 
to justice, that is bad for society as a whole. 
 
Anonymity is Not Absolute 
The perceptions that all Bitcoin transactions shield the identities of all parties to the 
transaction is not 100% true. While it is true that the actual names of the individuals 
involved in a single Bitcoin transaction are hidden, the fact that all transaction history is 
visible, and a unique code represents the same individual means that associations can 
be deduced. The transaction history also includes Internet IP addresses, which may 
significantly limit the possible real names associated with the  transaction,  especially 
since even non-fixed IP addresses from an Internet Service Provider may remain 
unchanged for months and narrow the search to a single street address. If Bitcoins are 
used to purchase physical goods from a vendor, the vendor must know a physical 
shipping address. Large transfers between Bitcoins and real currency may leave other 
currency audit trails that can be correlated to Bitcoin transactions. Those techniques 
may be sufficient to establish the actual names of parties to a Bitcoin transaction.  
 



 


